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Abstract

The Internet of Things (IoT) is transforming various industries, including health care. IoT-based systems are increasingly
prevalent in consumer health applications, while intelligent or smart devices equipped with sophisticated sensors are gaining
recognition for their potential to improve clinical care practice and decision-making. Cancer care is a particularly promising
area for IoT applications, enabling real-time and personalized interventions. However, empirical research on the effects of IoT
in this field is limited due to the complexities inherent in cancer as a dynamic disease and the paucity of IoT-generated
data available for research. This presents an opportunity to apply mathematical modeling to understand the effects of
IoT under various scenarios. These analytical and “in silico” mathematical approaches are instrumental with limited data.
Such models support the analysis of treatment uncertainty and patient response while balancing patient preferences, clinical
outcomes, and system-level constraints. Grounded in mathematical oncology and health informatics, this paper proposes a
conceptual framework that integrates real-time IoT data as dynamic inputs into adaptive mathematical models to simulate
cancer dynamics. By exploring applications across multiple levels of analysis, the study demonstrates how IoT-enhanced
mathematical models could inform implementation and optimize oncology services, addressing a critical gap in current
research.
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In health care, numerous IoT applications have been
proposed to support care delivery, access, and patient
safety [2-9]. However, despite growing interest, few studies
empirically evaluate or mathematically model the effects
of IoT interventions, particularly in cancer care. While
mathematical oncology and IoT-based cancer care systems
have mainly evolved in parallel, research that unifies these
approaches remains limited. Integrating IoT with mathemati-
cal oncology offers an opportunity to link mechanistic disease
dynamics with real-time, patient-specific data, enabling more

Introduction and Motivation

The Internet of Things (IoT) represents a paradigm shift
in technological advancement, enabling interconnected,
intelligent, and responsive systems through continuous data
collection, communication, and analysis. As a key driver
of Industry 4.0, IoT facilitates the convergence of infor-
mation technology and operational technology by intercon-
necting physical objects in internet-aware environments. Its
rapid adoption across industries, governments, and society

underscores its value in enabling interoperable, data-driven
services beyond traditional machine-to-machine communica-
tion [1].

https://cancer.jmir.org/2026/1/73997

adaptive and patient-centered cancer care.

The primary goal of this work is to investigate how
integrating IoT technologies with mathematical oncology
can enhance the modeling, analysis, and optimization
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of cancer care through real-time, data-driven, and adap-
tive approaches to improve treatment efficacy and patient
outcomes. This study specifically builds on an established
melanoma immunotherapy model [10] to develop a con-
ceptual framework that integrates real-time IoT data into
adaptive mathematical models of cancer dynamics and
behavior. This framework extends treatment strategies and
supports business process modeling by embedding IoT-ena-
bled devices within business process modeling elements—
tasks, events, activities, and resources —allowing continuous
monitoring and evaluation of cancer conditions and character-
istics in IoT-enabled care systems.

The paper is organized as follows. The Overview
and Literature section reviews cancer, common treatment
strategies, and existing mathematical models, highlighting
their limitations. The Case Study section on immunotherapy
for melanoma presents a conceptual framework for adaptive
cancer care modeling using real-time IoT data as dynamic
parameter inputs. The Innovative Modeling Approach section
examines IoT-based health care applications in cancer care

Figure 1. Cancer care treatment strategies and mathematical oncology.
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Mathematical oncology is an interdisciplinary field that
applies mathematical methods to study cancer dynamics and
treatment outcomes, traditionally focusing on the responses
of normal and cancerous cells to therapeutic inputs [6,12-
16]. These models emphasize biological and physiological
parameters—such as cell growth rates, population dynam-
ics, invasion, and progression—to predict tumor growth,
treatment response, and metastasis, thereby informing clinical
decision-making.

With the rapid advancement of IoT in health care,
integrating smart, connected devices into patient care
enhances the practical relevance of these models. IoT-ena-
bled mathematical modeling leverages real-time data from
connected sensors to support adaptive, data-driven oncologi-
cal practices beyond traditional mathematical oncology.
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and integrates IoT with business process management to
develop an end-to-end cancer care model. The Implemen-
tation and Challenges section discusses operational and
security considerations for IoT-enabled cancer care systems.
The paper concludes with key findings and directions for
future research.

Overview and Literature

Cancer and Treatment Strategies

Oncology is the medical discipline dedicated to the pre-
vention, diagnosis, and treatment of cancer. Cancer results
from genetic mutations that disrupt normal cellular regula-
tion, leading to uncontrolled proliferation, tumor formation,
tissue invasion, and potential metastasis [11]. Four primary
clinical treatment modalities are widely used: onco-surgery,
chemotherapy, radiotherapy, and immunotherapy, which are
often applied individually or in combination, as illustrated in
Figure 1.

Mathematical
oncology

Mathematical Modeling of Cancer
Treatment

Overview

Cancer has a substantial global impact, with treatment
outcomes varying widely due to pronounced patient and
tumor heterogeneity, which complicates the prediction of
disease progression. Cancer arises from genetic alterations
driven by inherited predispositions, environmental exposures
such as radiation and chemical carcinogens, and viral agents
(deoxyribonucleic acid or ribonucleic acid viruses), lead-
ing to dysregulated cell cycles through oncogene activation
and inactivation of tumor suppressors [17,18]. Mathemat-
ical oncology offers quantitative frameworks to improve
prediction and support more effective treatment strategies.

JMIR Cancer 2026 | vol. 12 1e73997 | p. 2
(page number not for citation purposes)


https://cancer.jmir.org/2026/1/e73997

JMIR CANCER

A wide range of mathematical models has been devel-
oped to characterize tumor growth, treatment dynamics, and
control mechanisms, particularly for chemotherapy, radio-
therapy, and immunotherapy, though onco-surgery remains
largely unaddressed. Growing evidence supports the use of
mathematical modeling in cancer treatment, as patient-spe-
cific responses and tumor size dynamics challenge pop-
ulation-level, ‘“one-size-fits-all” approaches [12,13,18-20].
Models of untreated tumor growth include linear, exponen-
tial, logistic, and sigmoidal forms such as Bertalanffy and
Gompertz functions [20,21], while additional formulations
describe immune-tumor interactions under immunotherapy,
chemotherapy, and vaccine-based treatments [4,22].

Radiotherapy or Radiation Oncology

Liu and Yang [23] examined the dynamical behavior of
normal cells under periodic radiation using mathematical
models, deriving conditions for the persistence or extinction
of normal and irradiated cells. Belostotski et al [13] pro-
posed a Lotka-Volterra—based competition model capturing
interactions between healthy and cancer cells under radiother-
apy, incorporating multiple radiation control mechanisms,
including “harvesting-type” control, which has been shown
to produce spill-over effects on healthy cells that can be
quantified to refine treatment strategies [13,19]. Weerasinghe
et al [24] highlighted the importance of quantitative mod-
els in studying cancer cell plasticity, using them to inform
therapeutic design and optimization across tumor progression
stages such as avascular and vascular growth, angiogenesis,
invasion, and metastasis within the tumor microenvironment.

Table 1. Description of the parameters in equation (1).
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Chemotherapy or Medical Oncology

Isaeva et al [16] use differential equation—based chemother-
apy models to examine interactions among tumor, healthy,
and immune cells, linking theoretical analysis with empirical
evidence. Similarly, Song et al [10] propose a model that
incorporates three cell populations and drug concentration to
study immune-mediated tumor control and the side effects of
chemotherapy on both tumor and effector cells. The dynamics
of tumor and immune cell populations under chemotherapy
are described by the following model [10]:

N'(£) = aN(©)(1 — bN(1)) — auN())T(t) — knu(t)N(1),

L'(£) = rN(O)T(t) — uL(t) — BL(OT(E) — kru()L(E),

T'(t) = cT(6)(1 = dT(1)) — N(OT(t) — BLOT () — kyu()T(),
u'(t) = v — wu(t)

(Y

with initial conditions:
N(0) = Ny >0, L(0) = Ly > 0, T(0) = Ty > 0, and u(0) = uy > 0

The variables 7(f) and N(r) represent the population sizes
of cancer cells and Natural Killer NK cells, respectively, at
any given time #; L(r) for the cytotoxic tumor cell (CTL)
population; and p(#) for the amount of drug at the tumor site.
The parameters in equation (1), along with their descriptions,
are as depicted in Table 1.

Parameter Description Parameter Description
a Growth rate of NK? cells B CTLY death rate
b Inverse of NK cells capacity B Rate of CTL-induced tumor death
c Growth rate of tumor v Influx of drug
Inverse of tumor capacity 0 Drug decay rate
r Activation rate of CTLs kn, kg, Immune cells killed by drug®
u CTL death rate kr Tumor cell killed by drug®
ay NK cell death rate —d —
ay Tumor death rate of NK — —

ANK: natural killer cell.
PCTL: cytotoxic tumor cell.

®Note that the 3 different response coefficients are denoted by ky;, k7, and k7 because chemotherapy affects all 3 cell populations and the model

assumes side effects on both tumor and effector cells [10].
dNot applicable.

Immunotherapy or Immuno-Oncology

In immunotherapy, the effect of vaccine therapy is considered
a parametric perturbation of the model commonly used in
chemotherapy, in which simulations show that the efficiency
of vaccine therapy depends on tumor size, the condition of
the immune system, and the response of the organism to
vaccination. The goal of immunotherapy is to enhance the
antitumor resistance of an organism and improve the immune
system’s condition [12]. There are 3 known main categories
of immunotherapy: immune response modifiers (cytokines),

https://cancer.jmir.org/2026/1/73997

monoclonal antibodies, and vaccines. Such immune response
modifiers as interleukin-2 (IL-2), interferon-a (IFN-a), and
tumor necrosis-a. are widely used in cancer immunother-
apy [10,12,23]. The system of equations alluded to in [10]
for tumor-immune dynamics is based on the presence of
treatment components consisting of 5 populations: tumor
cells (T), cytotoxic tumor cell population (L), cytokine
IL-2 population (I), chemotherapeutic drug (C), and IFN-a
population (7).
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% = V(0 + Tg_fl — jLI, — kT, 4)

&€ =V - pc (5)

% = Vi(t)—qI (6)

The tumor growth is described by Gompertzian law (the first
term in equation 1). The destruction of tumor cells by CTL
is presented by the second term in equation (1) in which the
destruction rate is proportional to the number of tumor cells
and CTL cell populations. In equation (3), d characterizes
the steady inflow of CTL into the tumor site. The second
and third terms in equation (2) describe CTL proliferation
in response to IL-2 action and CTL death rate. In equations
(3-5), Vi = I, C, I) describes the external influxes of IL-2,
a chemotherapeutic drug, and IFN-a, respectively. Since
therapy is assigned to a certain schedule, these influxes are
taken to be time-dependent. IL-2 production in equation (3) is
described by hyperbola (the second term), which allows us to
consider a limitation in the stimulation of the immune system
by the growing tumor. At small T (ie, T <= [), the growth
rate is nearly linear in tumor size, while for big tumor (ie,
T>>1), it tends to a maximum constant value g. The parameter
l influences the IL-2 production rate. The smaller the value of
1, the quicker the IL-2 production rate achieves its maximum
value g.

Radiotherapy and Mathematical Oncology

Belostotski and Freedman [19] introduced a mathematical
model for radiotherapy treatment strategy based on the
Lotka-Volterra competition system, which was later extended
by Liu and Yang [23]. The model assumes that cancerous and
healthy cells coexist within the same region of the organ-
ism and that radiation preferentially eliminates cancer cells
while exposing healthy cells to lower doses. Radiotherapy
is thus modeled as a harvesting-type control mechanism that
regulates the rate of change in both cancer and healthy cell
populations, as discussed in Multimedia Appendix 1.

Limitations of Mathematical Models

While mathematical models offer valuable frameworks for
understanding cancer dynamics, several challenges limit their
direct clinical applicability. Ghaffari et al [12] highlight a key
gap between theoretical mathematical oncology and clinical
practice, largely due to the limited availability of high-qual-
ity, patient-specific clinical data required for robust model
validation. Song et al [10] similarly note that difficulties
in accurately predicting treatment outcomes hinder practical
implementation. Additional challenges include patient-level
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variability in parameter estimation, scarcity of comprehen-
sive clinical datasets, reliance on simplifying assumptions
that may not capture complex biological behaviors, and the
difficulty of modeling treatment resistance. As noted by Yin
et al [20], these factors introduce significant uncertainty into
clinical use. In particular, critical parameters often derived
from in vitro or in vivo experiments are difficult or impos-
sible to measure directly, necessitating indirect estimation
and inferential approaches. Collectively, these limitations
constrain the routine clinical deployment of mathematical
cancer models [25].

The study of complex IoT interventions in cancer care is
constrained by the limited availability of IoT data, heteroge-
neity in care processes and interventions, and the intrinsic
variability of cancer characteristics. Despite these challenges,
mathematical models stand to benefit substantially from
IoT integration, while modeling and simulation within IoT
environments offer opportunities to mitigate many exist-
ing limitations. Incorporating additional data sources, such
as nanotechnology-enabled sensing, and enabling real-time
adaptation to diverse data streams can enhance predictive
accuracy and clinical relevance. Although it has been
suggested that the complete eradication of cancer cells is
unattainable regardless of treatment type or timing [21],
emerging evidence indicates that wireless sensor networks
and IoT technologies can significantly improve treatment
personalization and effectiveness, as demonstrated in our
prior work [7]. Addressing data-related barriers—particularly
IoT data governance, interoperability, quality, privacy, and
security across the data lifecycle—is, therefore, essential for
effective integration.

Overall, Yin et al [20] provide a comprehensive over-
view of mathematical models for tumor dynamics in
cancer treatment, including empirical models of therapeutic
effects, as well as algebraic, partial differential, stochastic,
and deterministic formulations such as game-theoretic and
integral-differential approaches. Building on this foundation,
the models discussed in the preceding section—ranging
from ordinary differential equations and tumor heteroge-
neity frameworks to biologically integrated tumor proc-
ess models—inform the adaptation of these mathematical
approaches to an IoT-enabled treatment context. This
adaptation aims to strengthen computational and simulation
capabilities, addressing the limitations of purely analytical
models, as discussed in the following section.

Patient and Clinician Adoption of IoT
Interventions in Cancer Care

The adoption of the proposed approach in cancer care
requires a supportive environment for change, including
adequate resources and process redesign. Key resources
include human, physical, network, and information assets,
with patients and clinicians central to implementation and
evaluation. Patient adoption is likely to be influenced by
concerns about data privacy and security; targeted edu-
cation, transparent data governance, user-centered design,
and ongoing support can enhance trust, engagement, and
adherence. Clinician adoption, on the other hand, depends
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on early involvement in system design to ensure alignment
with clinical workflows and usability requirements. Although
workload and technical complexity may pose barriers, the
potential to streamline workflows, improve task integra-
tion, and optimize resource utilization can support clinician
acceptance and sustained use.

The IoT intervention is intended to serve as a mathe-
matical control mechanism in which IoT-aware parameters
actively modify the system dynamics of the mathematical
models. While the tumor-immune interaction equations are
adapted from established mathematical oncology models, the
proposed IoT-enhanced immunotherapy framework introdu-
ces a fundamental shift by enabling IoT-driven parameter
adaptation. Unlike traditional IL-2 tumor-immune mod-
els that assume static or population-averaged parameters,
the IoT-enhanced formulation incorporates time-varying,
patient-specific parameter modulation informed by con-
tinuous physiological and biomarker sensing. This ena-
bles dynamic responses to toxicity, treatment tolerance,
and disease progression, improving predictive stability
and clinical relevance. The additional term introduced in
the revised equations represents an loT-driven feedback
mechanism that adaptively modulates immune dynamics
based on real-time patient data, extending classical fixed-
parameter models into responsive, patient-specific systems.
This formulation explicitly illustrates and justifies the role of
IoT-driven modifications, as discussed in subsequent sections.

Case Study (Immunotherapy for
Melanoma)

Overview

In demonstrating the impact of IoT integration in cancer
care services, this study presents a case study based on
an adapted immunotherapy mathematical model (equations
2-6) introduced in the Overview of Cancer and Treatment
Approaches section. Immunotherapy was selected because
such models are widely applied in melanoma treatment
and leverage immune system stimulation to target cancer
cells. Compared to other treatment modalities, immunother-
apy requires continuous monitoring and dynamic manage-
ment to mitigate adverse effects, making IoT-enabled devices
particularly valuable for real-time patient monitoring and
adaptive, data-driven care.

Background

Melanoma patients often receive immunotherapy, which
includes treatments with cytokines and immune checkpoint
inhibitors. In this treatment option, the continuous monitoring
and precise control of drug administration can significantly
enhance the efficacy of such treatment therapies through the
interfacing and integrating smart and intelligent connected
devices.

loT Integration

1. Enabled (wearable) sensors: Patients wear loT-ena-
bled devices that monitor physiological parameters
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indicative of immune responses, such as body
temperature, heart rate, and biomarker levels in sweat
or blood.

2. Embedded (implantable) devices: Smart connected
sensors are implanted near the tumor site to continu-
ously measure tumor size and local immune markers
directly.

This demonstrates the IoT integration for cancer treatment,
which allows the enabled and embedded sensors and devices
to be deployed in cancer care services by forming autono-
mous wireless ad hoc networks that interact with patients
to collect information from patients and their environments.
Through these ad hoc networks, the sensor nodes collaborate
to perform the required task or tasks, such as processing,
transmission, and aggregation of data from various sources,
which are used to determine the nature of the illness by those
in the circle of care to determine the nature of treatments and
diagnoses to offer. As observed, data and information from
sensors are transmitted or routed from various patient sites
within the network to the data center through cloud services,
facilitating the exchange of data and information from patient
locations to the main hospital data center.

During implementation, various components are integrated
to ensure the functioning of IoT-based systems or environ-
ments. Although these elements are broadly grouped at the
component level, together they form an IoT-based com-
ponent ecosystem. In practice, modeling an IoT-enhanced
immunotherapy system for melanoma requires the integra-
tion, interconnectivity, and coordination of multiple com-
ponents, including device, communication criteria, access
technologies, communication network, data management, and
application layers. Each component serves a distinct role in
enabling effective operation and service delivery within the
system.

The communication network component enables data
sharing and traffic transmission from the point of observa-
tion to the data management platform and onward to various
system applications. It operates through the access technol-
ogies component and supports communication across the
network using routing protocols, different topologies and
architectures, transmission channels, geographical locations,
wireless sensor networks, wireless access points, and internet
connectivity from the internet service provider, while
ensuring security and encryption.

Therefore, adopting an appropriate routing strategy in
wireless sensor networks is essential to balance optimality
and efficiency while maintaining computation and commu-
nication performance [26]. This is especially important as
health care resources become more interconnected and the
number of sensor motes continues to grow. These motes
collect sensory data by measuring, monitoring, and recording
physical conditions in the health care environment and are
connected through the internet to a central network infrastruc-
ture that enables data transmission and exchange, ultimately
improving operational processes and service delivery.

JMIR Cancer 2026 | vol. 121e73997 | p. 5
(page number not for citation purposes)


https://cancer.jmir.org/2026/1/e73997

JMIR CANCER

Proposed loT-Enhanced Mathematical
Framework

Mathematical model adaptation: The existing model
equations can be adapted by introducing terms (ie, new
variables) representing data inputs from IoT devices and
adjusting treatment protocols based on real-time data.

The IoT-enhanced equations are derived from the baseline
model by introducing IoT-driven input functions that adapt
system dynamics in real time. For each added IoT func-
tion parameter, we provide corresponding biological and
computational rationales to justify its inclusion in the
mathematical framework.

Formula 1. Formula for tumor cell dynamics (7)

= = —aTln 7

4 -

) — o) TL — My(I)(1 — e )T + Sr(t)

As shown in Formula 1, S7(#) represents the real-time tumor
size adjustment based on data from the implantable or
embedded sensors for its effects on immunotherapy.

* Biological rationale: Tumor burden evolves heterogene-
ously and may change rapidly in response to immuno-
therapy. Implantable or embedded sensors (eg, tumor
microenvironment probes, imaging-derived biomarkers)
can provide near-real-time indicators of tumor growth,
hypoxia, or metabolic activity that are not captured by
fixed growth or killing rates.

e Computational rationale: The term S7(¢) introduces a
corrective adjustment to tumor dynamics based on
observed tumor-state deviations. Computationally, this
term allows the tumor growth trajectory to be con-
tinuously recalibrated using sensor-derived feedback,
improving model responsiveness and reducing reliance
on static growth assumptions.

Formula 2. Formula for CTL dynamics (L):

% =d+eLl,— fL— My(I)(1 — e )L + S(t)

As shown in Formula 2, S7(¢) represents the CTL modula-
tion influenced by wearable sensor data for its effects on
immunotherapy.

* Biological rationale: CTL activity is sensitive to
systemic stress, fatigue, and immune suppression,
which can be indirectly inferred from wearable sensor
data such as heart rate variability, temperature, or
activity levels. These physiological signals correlate
with immune competence and treatment tolerance.

* Computational rationale: The term S7(f) enables
time-varying modulation of CTL population dynam-
ics in response to the patient’s state. This prevents
the unrealistic persistence of immune efficacy under
adverse conditions and allows the model to reflect
immune exhaustion or recovery observed clinically.

Formula 3. Formula for IL-2 Dynamics (/3):
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W = Vlz(t) + T—+l - ]LIZ - kTIz + Slz(t)

As shown in Formula 3, Slz(t) represents an adjustment in

IL-2 based on continuous biomarker monitoring for its effects
on immunotherapy that is, a function of a sensor-derived
toxicity or inflammation signal z(#).

To illustrate the qualitative effect of IoT integration
on immunotherapy dynamics, we introduce a normalized
sensor-derived control signal z(f) € [0,1] representing a
composite patient toxicity and immune-activation index. This
signal, computed from continuously monitored physiolog-
ical and biomarker data (eg, body temperature, heart
rate variability, oxygen saturation, and inflammation-related

markers), drives the ToT feedback term Slz(t; Z(t)) in the
IL-2 dynamics. The term Slz(t; Z(t)) enables real-time,

patient-specific modulation of immune response, transform-
ing the model from a static, open-loop formulation into an
adaptive, feedback-driven system. This enhances predictive
stability and clinical plausibility by reflecting treatment
adjustments informed by continuous monitoring rather than
fixed schedules.

* Biological rationale: IL-2 levels are tightly linked to
immune activation and toxicity, with excessive IL-2
associated with severe adverse effects. Continuous
biomarker monitoring (eg, cytokine levels, inflam-
matory markers) provides early signals of immune
overactivation or suppression.

Computational rationale: The IoT-driven S Iz(t) acts

as an adaptive feedback mechanism that adjusts

IL-2 dynamics in real time. This allows the model

to represent dose adjustment, treatment delay, or
attenuation strategies triggered by early biomarker
changes, improving stability and clinical plausibility.

Formula 4. Formula for drug dynamics (C):

Cil_f = Vc(t) — pC + Sc(t)

As shown in Formula 4, Sc(7) represents the chemotherapeu-
tic drug infusion rates controlled by IoT devices to maintain
optimal drug levels for its effects on immunotherapy.

* Biological rationale: Chemotherapeutic and immu-
notherapeutic drug infusion rates are increasingly
controlled by smart pumps and IoT-enabled delivery
systems that respond to patient-specific tolerance and
toxicity signals.

* Computational rationale: The term Sc(#) converts drug
administration from a predefined input into a sensor-
driven control variable. This enables dynamic regu-
lation of drug concentration to maintain therapeutic
efficacy while minimizing toxicity, reflecting real-
world adaptive dosing practices.

Formula 5. Formula for IFN-o. dynamics (/):
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4L _ V() - qT + 5,0
t

As shown in Formula 5, Si(f) represents the IFN-o level
adjustments based on sensor data for its effects on immuno-
therapy.

* Biological rationale: IFN-a plays a central role in
immune activation but is also associated with systemic
side effects. Sensor-derived indicators such as fever,
fatigue, and inflammatory response provide indirect
measures of IFN-a activity and tolerance.

* Computational rationale: The IoT term Sy(¥) allows
IFN-a dynamics to be adaptively adjusted based on
patient response, preventing sustained overactivation
and enabling more realistic immune regulation within
the model.

Implementation

* Real-time data processing: 10T devices transmit
data to a central system where they are pro-
cessed in real time. The system uses algo-
rithms to predict and adjust the influx rates

(Vlz(t), V(b), VI(t)) and introduces corrections
(ST(t), Sp(t), Sr,(t), Sc(t) and SI(t)) based on

the patient’s current state and treatment response.

o Feedback system: The treatment regimen is adjus-
ted dynamically, allowing for personalized therapy
schedules that optimize immune response and tumor
suppression based on continuous feedback.

Conclusion

Integrating IoT in immunotherapy allows for dynamic,
personalized treatment adjustments that can potentially lead
to better patient outcomes by ensuring optimal drug levels
and immune responses at all times. This approach leverages
the power of real-time data to make informed decisions on the
complex dynamics of cancer treatment.

Definitions of Parameters

The mathematical modeling of oncology treatment pathways
and real-time patient monitoring relies on a specialized set of
variables, which are categorized into biological parameters,
IoT input functions, and time-dependent external influxes

1. Biological parameters:

e Tumor growth parameters (a and b): They reflect
the natural growth rate and carrying capacity of
the tumor.

* Immune response modifiers (c(I), Mt (I>), and
M;j (I2)): They depend on the specific immune
response elicited by different cytokines or drugs.

* Drug effectiveness (e): It represents the
effectiveness of the chemotherapeutic drug,
typically modeled as an exponential decay.

e CTL dynamics (d, e, and f): They represent the
rate of CTL inflow to the tumor, CTL proliferation
rate, and death rate, respectively.

https://cancer.jmir.org/2026/1/e73997
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e Production and decay rates (g, j, k, p, and g):
They control the dynamics of /IL-2, CTL, and drug
concentrations.
e I: It affects the production rate of IL-2 by the
tumor.
2. 10T input function parameters:
¢ Sensor data adjustments

(Sz(t), Sp(t), Si,(1), Sc(t), and Sy(t)):

They are model functions that adjust parameters
based on real-time data from IoT devices.
3. External influxes:
* Time-dependent influxes

(Vlz(t), Ve(t), VI(t)): They define how

external treatments are administered over time.

Innovative Modeling Approach to
Cancer Care Through loT

Overview

Cancer research is increasingly moving toward intelligent,
IoT-enabled health care delivery for cancer care [1,5-7,22].
Integrating IoT technologies with mathematical modeling
enhances the precision of treatment dynamics by enabling the
adaptive control of therapy parameters and patient-specific
responses. This convergence gives rise to a mathematically
modeled IoT-based cancer care system that embeds control
mechanisms, parameters, and behaviors within IoT-driven
clinical workflows.

Simulation and computational approaches can effec-
tively bridge the gap between the theoretical frameworks
of mathematical oncology and clinical practice. Central
to these models are mathematical equations, especially
differential equations, which quantify the behaviors and
relationships within biological systems [12,16,17]. These
models use specific biological parameters, such as growth
rates or drug responses, enabling the simulation of diverse
scenarios. Real-time data integration allows for further
dynamic adjustments to parameters in response to individ-
ual-level factors or conditions. Overall, the responsiveness
and dynamism of computational and simulation-enhanced
mathematical models support the rapid validation of IoT-
enabled cancer treatment effects under different scenarios.

The complex modeling required to validate the effects
of IoT-enabled cancer treatment underscores the need
for approaches that are both responsive and informed
by underlying mechanisms. These models transcend the
limitations of data reliance typical of population-level
statistical methods, including some computational machine-
learning techniques. Instead, they use mathematical models
that clarify dynamic causal mechanisms between individuals,
supplemented by the best available data, thereby enhancing
predictive accuracy for personalized medicine.

In oncology, mathematical modeling approaches such as
agent-based models and cellular automata are increasingly
used [12]. These models are pivotal in understanding the
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biological complexities of cancer and developing effective
therapies. When considering the application and implemen-
tation of IoT technologies, methods such as process simu-
lation and digital models offer another dimension through
which mathematical oncology can inform and optimize
health system operations. These approaches provide advanced
computational techniques to enhance the efficiency and
effectiveness of service delivery and overall management
within health care systems, ensuring a comprehensive and
integrated approach to both individual patient care and
broader health system settings.

By integrating IoT and related technologies, we can
address many challenges, such as resistance and assump-
tions, that have hindered the effectiveness of various models
in clinical trials and routine patient care. This integration
enhances personalized approaches, helping to pinpoint the
most effective treatment options and therapeutic regimens.
Additionally, the use of advanced sensors, such as nanodevi-
ces implanted in patients, allows for the real-time monitoring
of cancer’s nature and progression. Coupled with intelligent
medical image analysis and the application of 3D computer-
interactive technologies in virtual reality, augmented reality,
and mixed reality contexts, these innovations offer significant
potential to improve cancer treatment and the patient’s health
care experience more effectively and efficiently [3].

Data sharing in health care environments, particularly
with IoT-generated big data, presents a challenge due to the
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diversity of smart connected sensors, objects, devices, data,
services, and other supporting applications resulting from
the real-time flow and volume of data between systems.
The adoption of health care standards and protocols for
data interoperability, such as Health Level 7 connectivity,
Digital Imaging and Communications in Medicine, and Fast
Healthcare Interoperability Resources, may be critical to
facilitating appropriately scaled and seamless data exchange
between systems. In contrast, conformance to privacy and
security standards and policies, in addition to these technical
standards, can help protect highly sensitive personal health
information from privacy risks and incidents.

Applications of loT-Based Health Care
System for Cancer Care

Overview

Mathematical biological parameters describing cancer
growth, cell populations, invasion, and progression are
integrated into IoT-based cancer care services to enhance the
design, simulation, and deployment of integrated health care
solutions. The convergence of IoT and related technologies
enables novel, data-driven approaches to cancer care. Figure
2 illustrates key IoT-based health care applications for cancer
care.

Figure 2. Applications of Internet of Things (IoT)-based health care system for cancer care.
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Real-Time and Remote Monitoring

IoT devices are seamlessly integrated with cancer treatment
protocols to enable real-time and remote monitoring of
patients, including the capture and exchange of vital signs,
patient-reported measures, activity, and biometric data across
various geographical locations, enabled by IoT-connected
technologies.

Intelligent Clinical Data for Outcomes

Integrating IoT-related technologies into cancer care
facilitates a significant shift from traditional to digital
health care. The electronic health record is anticipated to
help manage this data stream, characterized by an expan-
ded volume and variety of quality data for routine use in
value-based learning health systems. These capabilities, not
offered by IoT modeling approaches alone, support com-
prehensive patient management, including communication,
monitoring, alerting, diagnosis, prognosis, and treatment.
However, streams of personal data collected from IoT-con-
nected devices carry ethical implications. Ethical guidelines
and regulations for cancer patient data must be established to
safeguard patient data against hacking, compromise, misuse,
misdiagnosis, unauthorized access, attacks, and breaches,
while improving transparency and accountability.

3D Computer Interactive and Fusion Imagery
Analysis

Intelligent medical image analysis using 3D computer
interactive and fusion imagery technologies will significantly
improve cancer treatment, especially in personalized health
care experiences, making treatment more effective and
efficient.

Business Intelligence and Decision Support

IoT-based cancer care provides a framework for analyzing
patient data from IoT-enabled devices through business
analytics. This assists health care providers and clinical
researchers in converting data streams about patients’
health conditions into actionable insights and evidence-based
decision-making at all levels.

Symptoms and Side Effects Monitoring and
Management

Systemic cancer treatment may lead to significant side effects
and complications such as allergies, side effects, and other
adverse effects. Current mathematical modeling approaches
do not account for these variances, but [oT platforms provide
an interface to collect data from various devices and analyze
them to detect anomalies. This capability is essential for
rapid diagnosis and treatment adjustments, thereby effectively
improving the quality of life of patients with cancer by
managing these issues.

Nanotechnology Applications

The integration of IoT with nanotechnology (such as
nanomaterials, nanodevices, nanostructures, nanoparticles,
nanoprocessors, and nanonetworks) and communication
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engineering has led to the development of the Internet of
Nano-Things and the Internet of Bio-Nano Things. These
platforms facilitate interconnectivity, automation, and data
exchange by embedding biosensors and computing nanodevi-
ces in biological systems, thereby enhancing cancer treatment
through precise monitoring and targeted therapy delivery.

Cancer Care Delivery

Integrating IoT technologies with oncological treatment
strategies changes how cancer care is administered by
providing more responsive, personalized, and accessible
treatment experiences that promote patient survival and
quality of life. IoT devices, including smart sensors, enable
the continuous monitoring of cancer evolution, optimizing
treatment plans, and minimizing exposure of healthy tissues
to harmful effects. In addition, IoT collaborative delivery
models facilitate real-time communication and coordination
among health care providers and empower patients by
providing access to their health data for shared decision-mak-
ing.

Robotic Onco-Surgeries

Integrating IoT with surgical robotics enables precise
onco-surgical procedures by supporting high-accuracy,
time-intensive interventions under continuous monitoring.
IoT-enabled robots, augmented with embedded artificial
intelligence, enhance surgical precision in targeting and
excising locoregional tumors, including lymphadenectomy,
while preserving healthy tissue within clinical margins.
Real-time IoT monitoring during and after surgery supports
patient stability, surgical condition awareness, and coordi-
nated management of drains and tubes, thereby improving
patient safety and postoperative recovery.

Integrated loT-Based Cancer Care
System Through Modeling Tools

Cancer care services stand to benefit substantially from
IoT-enabled technologies; however, as IoT technologies
enable more personalized oncology treatment strategies,
mathematical frameworks must evolve to incorporate the
advancements made possible by IoT. Mathematical oncology
provides the foundation for IoT-adapted models that support
drug delivery optimization, predictive patient monitoring,
treatment scheduling, and interpretation of complex sensor-
generated data streams. This integration ensures that IoT
applications in oncology are clinically relevant and operation-
ally feasible.

With continued advances, integrating IoT, mathematical
modeling, and complementary analytical tools supports more
automated and adaptive cancer care services, informing
workflow redesign, clinical decision support, and improved
care delivery. Figure 3 illustrates the taxonomy and interre-
lationships of cancer care modeling approaches examined
in this study and future work, showing how IoT-enabled
devices are embedded within business process modeling
artifacts—tasks, events, activities, and resources—to enable
the continuous monitoring of cancer conditions and character-
istics.
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Figure 3. Taxonomy of Modeling tools of an integrated Internet of Things (IoT)-based cancer care system.
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Business process management (BPM) tools are widely used
in health care due to their service-oriented nature [27,28].
In cancer care, BPM provides a structured approach to
evaluate IoT-enabled services, tasks, and workflows, while
IoT enhances efficiency and service delivery. BPM model-
ing helps identify redundancies, inefficiencies, and gaps in
current processes, guiding the design of improved or future
processes or workflows that better support the circle of care.
It also informs optimal resource allocation and effective
IoT interventions to optimize processes and improve patient
outcomes. IoT-enabled BPM enables real-time monitoring
and analysis of patient conditions and treatment responses
using on-body, in-body, and off-body devices, supporting
proactive and adaptive care.

Incorporating IoT into health care systems for cancer
care services, especially radiotherapy, has been revolutioniz-
ing. A recent report by Chen et al [2] suggests that radio-
therapy has evolved as a frontier discipline in cancer care
services, driven by innovative advancements in artificial
intelligence, which extend human intelligence. This has
resulted in the widespread implementation of “intelligent
radiotherapy," encompassing various tools, namely, big data,
deep learning, extended reality, digital twin, radionics, and
the IoT. Recognizing that target contouring and treatment
planning are at the heart of the entire radiotherapy proc-
ess, it becomes clear that there is considerable potential for
improvement in this area. Radiation oncologists can begin
to enhance the radiotherapy process with intelligent radiother-
apy that facilitates automation and intelligence, especially
through business process modeling. This demonstrates that
when evaluating effects, we cannot overlook the significance
of IoT and related digital technologies in the modern health
care system landscape.

All these applications and technologies, through smart and
intelligent devices and equipment, are adopted and adapted to
underpin smart cancer care service delivery, which supports
the conclusion that cancer treatment under a combination
of multiple treatment strategies will yield better outcomes.
This extends even to the use of the mathematical treatment
strategies or model-based approaches. Drawing from the
assertion by Ghaffari et al [12] that “the field of mathematical
oncology is somewhat disconnected from the clinical practice
of oncology,” we cannot apply mathematical modeling with
only traditional oncology treatments in mind; instead, we
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must adapt to model the complex interventions that are
enhanced by technological advancements.

Implementation and Challenges

It is essential to address the technological, regulatory,
operational, and security challenges associated with imple-
menting IoT-enabled cancer care systems within the proposed
modeling framework. Mathematical and business process
simulations offer a practical means or mechanism to translate
or operationalize compliance, security, interoperability, and
reliability requirements into testable parameters, enabling
their evaluation before system deployment.

From a business process perspective, cancer-care
workflows (eg, monitoring, alert generation, clinical decision,
and intervention) can be modeled using discrete-event or
business process model and notation-based simulations in
which network latency, data loss, authentication delays,
interoperability failures, or device downtime are injected
as stochastic disturbances. These perturbations propagate
through the workflow as delayed alerts, missed detections,
or increased clinician response times, allowing the system to
quantify process-level degradation such as time-to-interven-
tion, queue buildup, or alarm fatigue under varying opera-
tional conditions.

From a mathematical modeling perspective, these process-
level delays can be directly coupled to treatment-response
models (eg, tumor-immune interaction models). For example,
latency in vital-sign transmission or intermittent sensor
dropout can be represented as delayed or incomplete feedback
signals, leading to mistimed dose adjustments or prolonged
exposure during adverse events. Simulation enables the
quantification of the resulting clinical impact, such as
reduced dose intensity, increased toxicity risk, or diminished
therapeutic response.

Together, this integrated simulation framework functions
as a predeployment environment, enabling the identifica-
tion of critical thresholds—such as maximum allowable
latency, minimum data completeness, or minimum sampling
rates under low-power constraints—beyond which safety or
efficacy is compromised. These findings can be translated
into evidence-based design requirements that guide decisions
on edge analytics, redundancy, interoperability standards, and
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security architectures, thereby influencing the performance of
IoT-enabled devices and sensors.

Discussion and Future Work

This research proposes an integrated framework that
combines mathematical modeling and IoT-based interven-
tions to enhance cancer care delivery. Drawing on concepts
from mathematical oncology, the study explores selected
models to examine treatment dynamics while acknowledging
the broader landscape of existing cancer models and their
associated limitations. These limitations—particularly data
scarcity, uncertainty, and system complexity —motivate the
incorporation of IoT technologies to balance the trade-offs
among patient preferences, clinical outcomes, and health
care system constraints. An adaptive, innovative IoT-enabled
modeling approach has been developed and demonstrated
through a melanoma immunotherapy case study, highlight-
ing the potential of real-time sensing and adaptive decision
support. Data interoperability is identified as a key challenge,
necessitating the use of health care data standards and secure
protocols to enable real-time data exchange while preserving
privacy and security.

Future research will advance this work along two
complementary directions: mathematical modeling and
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business process modeling. From a mathematical perspec-
tive, future studies will incorporate additional parameters
and empirically derived patient data to refine and vali-
date treatment-response models. From a business process
perspective, loT-enabled cancer-care workflows will be
simulated to assess performance, scalability, and regula-
tory compliance across different levels of oncology service
delivery.

The integration of these perspectives offers a path-
way toward digitally transformed cancer care, enabling
the systematic evaluation of both clinical and operational
capabilities across the continuum of care—from screening
and diagnosis to treatment administration, rehabilitation, and
follow-up. Thus, this disrupts current health care practices
by replacing traditional health care with a frontier of digital
health care. Methodologically, this will involve structured
business process modeling using BPMN 2.0 (by means
of mathematical modeling of cancer care services), appli-
cation of the BPM lifecycle to transition from as-is to
to-be care pathways, and simulation of IoT-enabled future-
state models. Together, mathematical and process-based
simulations provide a rigorous foundation for improving
care quality, supporting decision-making, and guiding the
evolution of IoT-enabled cancer care systems.
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