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Abstract

A digital diary in the form of a mobile messenger service offers a novel method for data collection in cancer research. Little is
known about the things to consider when using this data collection method in clinical research for patients with cancer. In this
Viewpoint paper, we discuss the lessons we learned from using a qualitative digital diary method viaamobile messenger service
for data collection in oncology care. The lessons learned focus on three main topics. (1) data quality, (2) practical aspects, and
(3) data protection. We hope to provide useful information to other researchers who consider this method for their research with
patients. First, in this paper, we argue that the interactive nature of adigital diary viaamessenger serviceis very well suited for
the phenomenological approach and produces high-quality data. Second, we discuss practical issues of data collection with a
mobile messenger service, including participant and researcher interaction. Third, we highlight corresponding aspects around
technicalities, particularly those regarding data security. Our views on data privacy and information security are summarized in
a comprehensive checklist to inform fellow researchers on the selection of a suitable messenger service for different scenarios.
In our opinion, adigital diary viaamobile messenger service can provide high-quality dataamost in real time and from participants
daily lives. However, some considerations must be made to ensure that patient data are sufficiently protected. The lessons we
learned can guide future qualitative research using this relatively novel method for data collection in cancer research.

(JMIR Cancer 2024;10:€52985) doi: 10.2196/52985
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assessment (AA) methods in the form of diary writing allows

Current Perspectlves on Dlgltal Diaries for the collection of rich data during the patient’s daily life

in Cancer Research almost in real time [1,2]. AA is aresearch tool that has grown
- dramatically in popularity, particularly in the last decade [2,3].
Overview AA refersto an array of assessment approachesthat include the

Asking research participantsto write their experiencesdownin  experience sampling method (such as paper-pencil diaries) or
a diary generates different data from those that might be ecological momentary assessment (EMA; such asdigital diaries
obtained from qualitative interviews. Using ambulatory —onmobilephones) [3,4]. AA ensuresthat data collection occurs
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within the patient’sindividual natural environment and context.
This improves data validity as opposed to more traditional
assessment methods that often take place in artificial
environments[2,5]. Moreover, data collection methods such as
the experience sampling method or EMA have the potential to
reduce recall bias[6,7].

AA has commonly been used to collect structured quantitative
data, for instance, using software to support clinical research
projects, such as REDCap (Research Electronic Data Capture;
Vanderbilt University) [8]. In cancer research, AA techniques
have been applied using specificaly developed mobile
applicationsfunctioning asdiaries, for instance, to track clinical
symptoms[9] or to assess self-report physical activity [10,11].
In addition, AA or EMA in oncology research holds promise
toimprove the understanding of patients' symptomsand quality
of life by taking their natural environment into consideration
[12].

However, such techniques can also be a useful data collection
tool for qualitative research [4]. Applying AA in mental health
research is well established. However, less is known about its
feasibility and added value for oncology research [12].

Diaries in digital format can offer a variety of data, such as
videos, audios, and photos, which can be recorded [13]. More
specifically, digital diaries in the form of a mobile messenger
service or application enable remote data collection with the
possibility of real-time feedback on participant activity, thereby
improving collaboration between members of the research team
and participants. Telling a patient’s story with the help of mobile
digital devices in the research context encourages a detailed
description [14] and holds promise as a participatory research
practice [15,16]. Capturing patients’ storiesis especially useful
in qualitative research to explore participants' lived experiences
with health care[17]. Moreover, the treatment of gynecological
and breast cancer is multiprofessional and interorganizational,
as it mostly includes a combination of surgery, chemotherapy,
radiation, and targeted therapies. Patients have numerous
appointments, often in several different locations, with their
experiences potentially getting lost in retrospective interviews.

Background on the Original Study

This viewpoint paper was inspired by the experiences we
acquired in an origina study with the aim of examining the
meaning of trust, interprofessional collaboration, and the role
of the advanced practice nursein gynecol ogical oncology inthe
treatment path of women with gynecological cancer. Detailed
study procedures and results will be provided elsewhere and
are not the focus of this viewpoint. We conducted a mixed
methods study [18] and chose for the qualitative part an
interpretive phenomenological approach in accordance with
van Manen [19]. A total of 12 women (aged 27 to 61 years)
were recruited in 2 oncology clinics by 2 advanced practice
nurses. Most participants had a higher qualification (n=9, 75%)
and were in the cancer stage |A (n=4, 33%), followed by stage
1A (n=3, 25%), according to the Union for International Cancer
Control.

We asked participantsto share their experiences using amobile
messenger service installed on a tablet as a digital diary from
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diagnosisto follow-up. The mean study duration among the 12
participants was 10.5 (SD 4.1, range 2-16) months.

The diary was unstructured to reflect participants' individual
experiences and perceptions around the phenomenaof trust and
interdisciplinarity. This meant the participants did not receive
specific questions from the research team but sent us their
perceptions on trust and interdisciplinarity at varying time
intervals and with varying subj ective content depending on their
circumstances and differing treatment paths. The participants
wereinformed that they should view and use Threema (Threema
GmbH) similarly to an actual paper-based diary, writing down
their inner reflections and perceptions. This also meant that
participants did not necessarily expect any response to their
diary entries or prompts from the research team on a regular
basis. However, we found that this flexible approach met
recommendations for the successful integration of EMA
techniques, such as permitting continuous researcher and patient
interaction, sending questions, reacting to responses, and
debriefing after the completion of treatment phases [20].

Along with the digital diary, we conducted repeated
semistructured interviews, and participantsfilled in astructured
guestionnaire at each treatment phase (ie, diagnosis, surgery,
chemotherapy, radiation, and follow-up). Through this
triangulation of methods, we were able to generate richer data
[21].

Ethical Consider ations

The study was approved by the responsible ethics committee
of northwest and central Switzerland (registration number
2021-00730). All patients provided written informed consent
before enrollment in the study. Participants were informed that
participation in the study was completely voluntary and that
nonparticipation or withdrawal was possible at any time once
participation had begun without any consequences concerning
further care and treatment or employment. Texts sent via the
messenger servicewere encrypted before dataanalysisto ensure
confidentiality. The encryption key was kept in the Institute of
Applied Nursing Science, separate from other data. Participant
data were stored on a password-protected drive. The patients
received no compensation for participation. However, each
patient received atablet to be used asadigital diary. The tablet
was given to the patients as a gift. With regard to our digital
diary approach, the ethics committee deemed it important for
usto report in detail how the data were encrypted and stored to
ensure data protection.

Rationalefor Using Digital Diariesin Cancer Research

For the original study, we chose the digital diary method viaa
mobile messenger servicemainly for 3 reasons[22]. First, cancer
trestment may impair physical and cognitive function. Therefore,
wetried to keep patient burden aslow as possible and minimize
the time between women's experiences and their reporting.
Accurate reporting is particularly important in view of the
complex treatment that involves numerous appointments with
several health care professionals [23]. By solely relying on
interviews conducted retrospectively and inlight of any potential
impairment of cognitive function due to the treatment, the
accuracy of the women’s reports may else have been
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compromised. Second, trust is highly subjective by nature. It
takestimeto develop, may change with time, and isinfluenced
by previous collaboration experiences [24]. To reflect the
participants’ lived experience and the phenomenon of trust over
time, the diary method using mobile messenger services, such
as the ones many people already use on their mobile phones,
appeared particularly appropriate [25]. It seemed to fit the
phenomenol ogical methodol ogy, as mobile messenger services
are adready part of our day-to-day experience, as opposed to
additional diary applications or software. Using specific digital
diary software with structured prompts could be viewed as an
added hurdle to be part of participants’ daily lives. Therefore,
messenger services show promise in capturing nuances of
patients lived experiences aong the illness and treatment
journey [26].

The digital diary method also alows participants' testimonies
of their lives to shape the direction of the research, thereby
addressing power imbalance [27]. Third, the technical solution
provided advantages such as responsive and transparent data
collection and password protection, which would prevent
reading by others and contribute to data security. However,
research has also found pitfalls when using mobile messenger
services in the context of health care in the past. A recent
scoping review on the use of the WhatsApp (Meta Platforms
Inc) messenger found research ethics were not considered
adequately. The authors deemed this to be concerning, given
the controversies WhatsA pp hasfaced regarding data protection
in detail end-to-end encryption [28]. In addition, for health
researchers, technical solutions such as end-to-end encryption
might not be obvious, and the need for technical support might
be underestimated. Data security policies and regulations are
constantly adapted in Switzerland and other countriesin Europe.
Digital modes of data collection add new aspects to consider
when protecting the sensitive data of study participants. From
a practical point of view, the interface of digital applications
on electronic mobile devices requires other practical skillsand
preparations of the researchers than classical data collection
methods. For example, IT support is needed for planning and
maintai ning the running systems and for troubleshooting when
problems occur.

In summary, using a mobile messenger service for qualitative
data collection seems an opportune way to collect data
nowadays. However, it poses some questions, particularly with
regard to data quality, practical aspects, and data protection,
that need to be considered when choosing this option for clinical
studies.

Aim

The purpose of this viewpoint paper is to discuss the lessons
we learned from applying a digital diary as a data collection
method by sharing our experiences, some solutions, and
guestions that we encountered while using this method. We
aimed to provide useful information to other researchers who

consider digital diary methods for their research, especially in
the context of oncology care.
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Methods

The paper covers our experiences on three main topics: (1) data
quality, (2) practical aspects, and (3) data protection. Our initial
considerations around these 3 topics and how we approached
them are described in the following sections.

Data Quality

Intermsof dataquality, we paid particular attention to the extent
to which the data collected with the mobile messenger service
conformed to the paradigm of phenomenol ogical methodol ogy.
In doing so, we held continuous team meetings, recorded the
discussions, and analyzed them for this paper. As a more
universal approach to data quality, we used the quality criteria
of Lincoln and Guba [21], namely credibility, transferability,
dependability, and confirmability. In addition, we considered
thecriteriaof authenticity [29]: fairness, ontologica authenticity,
educative authenticity, catalytic authenticity, and tactical
authenticity. How we incorporated these criteria into our
research method is elaborated in the Key Lessons Learned
section.

Practical Aspects

Practical aspects of planning, setting up, and maintaining the
mobile devices as well as the software were continuously
recorded by the research team in a field protocol. Practical
solutions and questions that were addressed are reported in this
manuscript. The analysis of the protocols and data security was
carried out in joint discussions with the primary team
(experienced researchers with a clinical nursing background),
including an IT expert.

Data Protection

Because of the interactive nature of the messenger service, we
had to consider the privacy protection of both parties, the
patients and the research staff. Essential requirements for
messenger serviceswere derived from the European Union (EU)
data protection legislation. The introduction of the EU General
Data Protection Regulation (GDPR) has an impact on everyone
who moves on the web. Although this is an EU regulation, it
nevertheless has an extraterritoria effect, as companies from
nonmember states are also obliged to implement it under certain
circumstances. Switzerland’s revised data protection act entered
into force on September 1, 2023, and approximates the GDPR.

Key Lessons Learned

Overview

We compared certain evaluation criteria for each messenger to
then selected a suitable messenger service. Thethreemain areas
of focus namely (1) data quality, (2) practical aspects, and (3)
data protection (including data privacy and information
security), wereinterrelated, and decisionsin one areamost often
needed some considerations for one of the others. For instance,
it was considered practical by some research team membersto
text patients from their personal mobile devices, but thisled to
new data protection issues.
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Data Quality

We ensured credibility by interacting with our participants on
aregular basis through the messenger service over a lengthy
period, from the phase of cancer diagnosisto follow-up several
months later. The interactive nature of the messenger service
allowed us to enrich the content the participants posted nearly
in real time, thereby largely circumventing any recall bias.
However, we found that this bias could not be completely
omitted. During data collection, several participants forgot to
send us their messages, especialy in the last phase of data
collection during follow-up, or were ssmply too burdened by
the side effects of the treatment to update usregularly. However,
we felt these missing data could be mitigated through data
triangulation. For instance, when we conducted the
semistructured interviews at each treatment phase, we could
inquire about information that had potentially gone missing in
the diary. Moreover, we paid particular attention to the aspect
of social desirability In our experience, we found this possible
bias to be rather negligible, as al participants felt comfortable
sharing positive and negative information around their
experiences. The interaction with the patients on the mobile
messenger service allowed us to inquire what was meant if a
certain message was ambiguous. We entered probing questions
into the messenger service to delve deeper when certain
information that touched upon our research question was
provided. In addition, during the interviews, we gave
respondents the opportunity to correct misinterpretations we
might have made of their digita diary messages, thereby
triangulating and cross-checking the data. We ensured
transferability by encouraging participants to share their
narrative with us. However, sometimes, individual requirements
called for the application of pragmatic decisions. For instance,
we alowed one of the participants to send us photos of
handwritten messages, as she mentioned feeling lesscomfortable
typing alot of information into the tablet. However, she used
this option only twice before switching to email. We considered
dependability and confirmability by, for example, noting down
common responses of the research team in a separate file. (For
example, “Dear participant, thank you for your detailed
descriptions. We will consider them carefully.”) By archiving
our responses and discussing them among ourselves, we ensured
that our reactions were similar across patients in case of
comparable situations. Exchangeswith study participants outside
of the messenger service (including quick telephone calls for
technical reasons or setting an interview date) were recorded.
To limit researcher bias, we avoided steering the participant’s
narrative too strongly to capture the participant’s lived
experience. Thiswas particularly relevant for probing questions
that we entered into the messenger service. In this regard, we
found it particularly helpful that each participant chat group
was supervised by 3 researchers and that responses could,
therefore, be discussed.

Moving on to the 5 dimensions of authenticity according to
Lincoln and Guba [29,30], we aimed at achieving fairness
through our prolonged engagement with participantsand regular
peer debriefings with fellow researchers who were in the chat
groups. We established ontological and educative authenticity
by allowing ourselves as researchers to be “educated” by our
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participants, taking on an emic perspective. The ongoing
dialogue with participants hel ped achieve a sense of familiarity
in the researcher-participant rel ationship and led to an effective
hermeneutic circle. Regarding catalytic authenticity, we
discussed and defined how we interacted with study participants
throughout the research process, especialy how we
communicated over the messenger. When situations that we
had not fully anticipated beforehand arose, for instance, certain
technical difficulties of participants, we found solutions through
discussion and joint decision-making in the research team. To
ensure tactical authenticity, we spoke to participants over their
personal telephone before every initial interview, inquiring
whether they felt empowered to fully communicate and share
their experiences with us over the mobile messenger service.
Participants could also exercise control on how frequently they
interacted with us, when they sent us messages, and what content
they decided to share with us.

Overall, we found that the use of a mobile messenger service
for the digital diariesfully met our expectationsin view of data
quality. Therichnessand authenticity of datathat were generated
via this method were exceptionally high and ensured the
credibility of the data. Wefelt that thismethod yielded afeasible
and personal way to accompany a woman directly after her
gynecological or breast cancer diagnosis and get to know her
lived experience during her treatment almost in real time. In
our study, the digital diary data complemented the
semistructured interviews most favorably. We found that the
contact via the mobile messenger service moved the starting
point in each interview much closer to the focus of our primary
research question on trust and interdisciplinarity, as the
researcher already knew eminent details of the participants
lived experience. Thiswas especially relevant intheinitial study
phases, when participants experienced more uncertainty and
emotions.

Practical Aspects

Field protocols mainly yielded 2 practical interrelated groups
of things to consider when using digital diary data collection:
technical aspects and the interactive nature of the messenger
service.

Technical Aspects

In our research context, it was important that the selected
messenger service was flexible, was popular in terms of its
recognition value, and had the greatest possible compatibility
with common operating systems, such as Android (Google LLC)
or iOS (Apple Inc). The messenger service needed to be
compatiblewith not only the tablets provided but also the user’s
smartphone. Data security played a major role when choosing
a messenger service, and the most important criteria are
described later in this paper in the Data Protection section. Costs
also guided our decision because tailored mobile diary apps can
be expensive compared to more aff ordable messenger services.
Finaly, we selected the Swiss mobile messenger service
Threema.

Astabletswere gifted to the participants during recruitment, all
participants chose to use thetablet instead of their mobile phone.
One of the participants mentioned that she wanted to keep the
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“disease and her private life separate” Anocther reason for
patients not choosing their own mobile device for posting
messages might have been that the research assistants in both
settings did not emphasize this possibility sufficiently. The
tablets were provided fully set up and preinstalled. However,
the tablets were not as much part of patients everyday life
experience as we had hoped. Notably, at the end of data
collection, some participants mentioned not wanting to continue
to use the gifted tablet for other purposes because they
associated it with their disease. Indeed, one of the participants
mentioned having given the tablet to a relative. None of the
tablets were returned to the research team.

During data collection, patients sometimes forgot to bring the
tablet with them to certain appointments (eg, radiation
appointments) to document their experiences. Had they been
using their smartphones to communicate with us, we assume
this would have happened less frequently. In some cases, the
research team had difficulties reaching participants (1) when
the first contact was problematic (refer to the subsequent
discussion about Wi-Fi connection) or (2) when the participants
had not recorded their experiences for some time. According
to the study protocol, contact should be held solely via the
mobile messenger service. However, as some participants did
not boot their tablet regularly, this way of communication was
not always reliable. Instead, we established an initiating phone
call as well as email contact in individual cases for first and
ongoing contact. If messageswere not sent to the research team
viathe messenger service for >3 weeks, the research team tried
to contact the participant via the messenger service and then
via the contact person in the respective setting, and if this did
not suffice, the research team tried to establish contact via phone
or email. However, we discussed how often or inwhichintervals
phone calls might be appropriate if patients did not send us a
message for awhile.

This way, we were able to keep in contact with all participants
and, at the same time, respect their personal life as much as
possible. No participant dropped out of the study, despite the
longitudinal character with a mean study duration of 10.5
months and no financia incentive. All in all, this confirms a
high level of feasibility of the data collection method from the
participants’ side.

Some decisions entailed situations that were not anticipated by
the research team. For example, asthe chosen mobile messenger
service was distributed via a common mobile app store, a new
account for each tablet needed to be created by the team, which
affected complex password management, among other things.
The payment method needed to be compatible with the standards
of the project’s financial control. In addition, the used maobile
app store account and payment method had to be safe from fraud
and unlawful use by subsequent app users. Asasolution, mobile
app store vouchers were used instead of entering the details of
acredit card.

The selected messenger service stores data on each mobile
device rather than in the cloud. In one instance, a message was
not received by one of the research staff dueto synchronization
problems in the messenger service. As we had regular team
discussions and chatswere hosted by 3 members of the research
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team, this problem was soon discovered, and the message could
be retrieved. Another time, we encountered a synchronization
problem related to the decentralized data backup on participants
mobile devices: some messages were received with theincorrect
date and time stamp. Research team membersin the chat quickly
realized this issue when messages were sent in the wrong
sequence. Having several researchers present in each chat was
a definitive advantage. Once we realized the discrepancy, the
administrator of the chats synchronized chat groups regularly,
and we no longer encountered this issue.

Although generally not a problem, establishing a Wi-Fi
connection on the tablet did require some basic technical
knowledge. In one situation, initial Threema messages after
recruitment were not recorded via the messenger service on the
tablet until the participant had her husband connect the tablet
to her home Wi-Fi. Some data from the early treatment phases
were lost due to this technical issue. The research team could
not offer remote support for thiskind of problem, as each Wi-Fi
router might be different. However, as connecting mobile
devicesto home Wi-Fi was a known task for most participants,
this was not problematic and could be solved without much
burden for the participant.

Another practical technical issue that was not fully anticipated
by the team was the practicability of producing and sending
text messages on atablet. For example, participants frequently
mentioned that the autocorrection feature wrote “odd” words,
and they were not always capable of disabling the function. As
a result, they needed to recheck each message and correct
mistakes manually, which increased time and effort for data
generation and caused frustration for one of the participants.
Wewould recommend disabling the autocorrection mode before
handing out the device to participants or providing a guide
regarding how to do this manually. In addition, the handling
can differ between mobile devices. For example, a participant
suggested changing to writing emails from her private laptop
instead of using the messenger service on the tabl et because she
could not become used to the tablet swipe function compared
to the keyboard on her laptop. We decided that she can send
her emails to a protected server of aresearch team member.

Surprisingly, the time-saving method of sending voice notes
via Threema was hardly ever used, even though research
assistants suggested this method in the supporting phone calls.
Therefore, we assume that this method of messaging posed a
greater barrier to participants than text messaging. As aresult,
data generated by Threema consisted mostly of written text
messages. One of the participants elaborated on her didlike of
sending voice notes. She mentioned that it was important for
her to reread the text she had written before sending it to us.

The Interactive Nature of the Messenger Service

The interactive nature of the messenger service triggered our
hypothesis that participants might expect some feedback on
their posts. In the study protocol, the team planned to ensure
so-called impartial feedback to balance the abovementioned
“steering” of the datawith the amount of datathat were derived.
We ensured timely feedback by building teams of 3 researchers
for each chat. One person per chat was in charge of answering
in an impartial manner. In this context, impartial meant that the
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responses did not reinforce emotional topics and used the
participant’s own words whenever possible. A common answer
to a post was, for example, “Thank you for this interesting
message. | am curious how xyz will turn out” During data
collection, we repeatedly discussed how our answers may
influence the participants posts. We also considered whether
certain replies may be used to direct posts intentionally to
generate more data that focused on the research question. After
consulting an external expert for phenomenology, we decided
on a mode of intentionally “steering” participants’ posts to
generate richer datain view of the research question.

For the Swiss context, we needed to choose the teams according
to their language-speaking abilities, asthe study siteswerefrom
2 different language regions (Swiss German and French). As
the chats were backed up regularly on local servers, a person
in charge was chosen to oversee this task. This team member
had to be extra careful not to miss any messages; otherwise,
some messages might not have been included in the transcript
(refer to the Technical Aspects section). In addition, participants
had to be informed regarding who was able to read their posts
and why 3 team memberswere part of the chat group. Assome
participants inquired whether the other participants were able
to read their posts in the messenger, we realized that
confidentiality needed to be explained in more detail. As is
standard in qualitative clinical studies, we informed patients
that the research team was not giving any medical advice. Some

Baum et al

discussions were necessary to balance the neutrality of the
answers and responsiveness when some participants revealed
that they had acute health problems. We stored standard answers
with emergency numbers of the treating departments for each
study site, for which we coordinated with the on-site contact
persons.

Another aspect of the personal attendance of the chat groups
was discussed frequently in the team: some patients posted
mainly in the evening and late at night. Some research team
members used distinct ringtones; others muted the messenger
service to avoid receiving potentially upsetting messages in
their spare time. Thiswas possible, as some researchers did not
use Threema in their personal life at the time of the study.
However, if message notificationswere not muted, posts reached
us outside of working hours. Balancing the pros and cons, most
of us stuck to our choice to use our personal mobile phone for
chat supervision. This seemed more convenient and allowed
the team members to report in a timely manner, becoming
somewhat part of patients’ lived experience.

Data Protection

Inview of data protection, wefound that several aspects of data
privacy and information security had to be considered for the
selection of the mobile messenger service [31-33]. Thecriteria
in Textbox 1 indicate when amessenger service may be suitable
for exchanging sensitive health-related data on a more general
level.

Textbox 1. Genera criteriawhen choosing a messenger service for data collection.

General criteria

data, there can be no misuse of it.

«  Privacy by design—data security and metadata sparing are already considered in the development phase of the messenger. Where there are no

«  Open source—the app’s source code is publicly available and can be viewed by third parties.
«  End-to-end encryption—only the chat participants can view the exchanged information. Even the service operator has no way of decrypting it.

«  Self-hosting—the messenger is run on the institution’s own server (on premises) to meet its own security requirements and retain sole data
sovereignty. In the context of temporary research projects at universities, self-hosting and administrability are not always possible. In that case,
at least the operation of the solution (server) should be subject to the respective country-specific data protection legislation.

«  Data protection conformity—the messenger’s functionality fully complies with the strict regulations of the General Data Protection Regulation,
which means that the misuse of confidential health care data can be ruled out.

o User-friendliness and intuitive handling—if the requirements of user-friendliness and functional scope are not met, even the most secure messenger
service isworthless and may promote the emergence of applications and services without explicit I T department approval.

These generic requirements lead to a comprehensive checklist
that can be used to evaluate current and future messengersin
terms of their suitability for handling sensitive health data. The
checklist and the definitions of the different criteriaare provided
in the Multimedia Appendix 1. The Messenger Evauation
Checklist is applied to 5 publicly available messenger services
in the Multimedia Appendix 2, alowing for comparisons of
different technical aspects.

According to this evaluation, various messengers could have
been used for the application scenario of our study (or similar
studies handling sensitive data). It is also to be expected that
more suitable messengers will be developed or that existing
providerswill closetheir weak points regarding data protection
and the security of customer data. In the context of this study,
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which was conducted in Switzerland, we sel ected the Swiss app
Threema from the suitable messengers for three main reasons:

1. Threemawas the first major messenger service to commit
to data protection and privacy.

2. Threema does not require personal data (data sparseness).

3. Themessenger offersanumber of similar functionsto those
offered by WhatsApp, such as sending voice notes or
photos, which also catered to different communication
preferences of patients.

First, as an important mechanism for data protection, Threema
uses secure “end-to-end” encryption. This is comparable to
specific AA applications, such as movisens. This was relevant
to our study because we did not provide a SIM card, and we
found that transmission via Wi-Fi would suffice. Participants
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were able to type their posts in the messenger service offline,
which were sent as soon as the tablet was connected to Wi-Fi.
We left it to the participants to decide which Wi-Fi they used.
However, we could not ensure data security for open-access
Wi-Fi, such as hospital Wi-Fi or restaurant Wi-Fi. One solution
might have been avirtua private network connection. However,
as we had to balance technical skills and usability with data
protection, the end-to-end encryption of the messenger service
was considered safe enough.

Second, in terms of data sparseness, Threema does not ask for
any data when registering and adheres to strict data protection
guidelines. Moreover, asthe application was preinstalled on the
tablets by the research team, participants did not need to register
using their private phone number. The address book is not by
default synchronized and matched with existing messenger
users. If data are collected, they are deleted again immediately.
Text messages and media are stored only on the end devices
unless the user chooses the backup function. The servers then
only havethe function of arelay station: messages and dataare
forwarded but not permanently stored. As Threema cannot view
Or process messages, users retain control over their messages.

Third, fortunately, Threema not only meets the functional
requirements in our study but also adequately protects the
personal data of all chat group participants (study participants
and research staff). Moreover, according to the terms of service,
Threema does not store any metadata that could be used to
identify the message content. Threemauses dataonly to provide
the necessary service, emphasizes data privacy, and minimizes
data collection. There is no evidence that Threema uses data
for modeling or other purposes.

In addition to the 3 reasons that led to its selection, Threema
fulfills many other requirements, as listed in the Multimedia
Appendix 1 and evaluated in the Multimedia Appendix 2.

Discussion

Principal Findings

In this viewpoint paper, we intended to report the lessons we
learned using a mobile messenger service to generate data for
digital diaries in an oncology setting. Overall, we found that
using a mobile messenger service such as Threemaas a digital
diary was feasible and highly valuable for data collection, and
we never regretted our decision. The flexibility around diary
content and timing of messages was a mgjor strength of the
study, particularly for this patient population facing significant
challenges. Although we did not send regular prompts, the diary
generated rich data. The challengesthat we met during our study
showed us that technical support needs to be carefully
considered while planning and conducting such research.
Technical aspects should entail software and hardware in view
of the suitability of the backend and the usability of the front
end. These considerations might include not only the choice of
the software and means of data protection but also practical
front-end considerations, such as technical support if a device
is not working or the practicality of writing long, emotional
messages with a touchscreen keyboard.

https://cancer.jmir.org/2024/1/€52985
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Data Quality

In our study, it was particularly important for us to collect
high-quality datathat ensured we could take part in participants
lived experiences. Using a mobile messenger service provided
us with rich descriptions that participants did not necessarily
share with us during the interviews. Researchers in another
study came to similar conclusions, where they introduced a
chatbot for patientswith breast cancer. They found that patients
revealed more intimate information and shared thoughts about
sexuality and hair loss [34]. In another study, the authors
confirmed that participants felt more at ease sharing private
information over the messenger because of anonymity and
privacy considerations. The authors concluded that messenger
services aso have the potential to facilitate trust and, therefore,
the collection of more in-depth data, especially in longitudinal
studies [35], which we also observed in our study. We found
in our study that interacting regularly with participants over the
messenger service made the exchange more personal. We felt
as though we were taking part firsthand in the participants
experiences ailmost in real time. On the one hand, participants
at timesforgot to update us viathetablet, and some parti cipants
expressed a wish to keep their private life and the disease
separate, particularly in the follow-up phase. However, we still
felt that this method achieved alevel of nearness we could not
have achieved through interviews or questionnaires only. In
addition, we felt that the mobile messenger service aided usin
circumventing the issue of recall bias, which can be an issue
for other methods of data collection [6]. This is especialy
important for cancer research, considering chemotherapy-related
cognitive impairment, such as memory deficits [36,37].

Furthermore, and in line with findings from the study by Herron
et a [38], the digital diary entries gave us clues as to how the
interviews could further deepen the participants' accounts of
their experiences. In addition, we informed the participants
which member of the team was primarily responsible for
interacting with them within the messenger. Thisteam member
usually also conducted all interviews, which additionally
fostered trust between the researcher and participant.

Practical Aspects

In our study, we reflected on technical aspects as well as
researcher and participant interaction. Participants were eager
to send us Threema messages at the start of the study, but at
certain pointsin their treatment path, especially during radiation
and follow-up, engagement was an issue. Other research
suggests that a high attrition rate and continuous engagement
are key challenges in health care studies that rely on maobile
applications [39]. However, researchers found that personal
contact, such asreceiving response messages from researchers,
made participants feel valued, and they were more likely to
complete data collection [40Q]. It was paramount in our study to
be able to interact with participants and to use other mediums
when Threema communication declined or came to a halt. As
we had very little missing data and no dropouts, this somewhat
laborious method paid off in our study. We think that this may
also be the reason why we had no dropouts. Thisis particularly
worth mentioning, as the study took place over a long period
during which several patientsdid not feel well. The low dropout
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rate coincides with the strengths highlighted by Trull and
Ebner-Priemer [3] on self-report AA. The authors argued that
patientswith severeillness have demonstrated good compliance
in AA studies and are willing to share honest reports of their
experiences.

Data Protection

Data protection was one of our main considerations when we
selected the messenger service Threema. Weis et a [41] found
in their qualitative study that an important concern for patients
with cancer was data security as well as confidentiality. We
made sure that study participantswerewell aware of all relevant
data protection aspects. Interestingly, none of the patients with
cancer expressed any unease or worry in this direction when
communicating with us over the messenger service.

One concern for the researchers of this study, however, wasthe
data security for open-access Wi-Fi, as we did not provide
patients with a SIM card. Cyber security and issues of cyber
security vulnerability among Android devices have also been
reflected upon in other health care research [32,42]. Mierzwa
et a [43], for instance, recommend considering the cyber-risk
likelihood and a consequence analysis when using a certain
technology in health care. They found that WhatsApp is not an
adequate tool to share clinical information due to its
noncompliance with the GDPR and Health Insurance Portability
and Accountability Act rules. In their opinion, health care
organizations and physicians should abandon WhatsApp,
moving toward secure messaging appsthat are ableto maintain
the confidentiality and security of patient data. However, these
works mostly considered toolsfor communication within health
care organizations and for communication between their
employees.

Potential Pitfalls

Several different mobile messenger services could have been
used in our study. We did not conduct an in-depth analysis of
al available applications beforehand but instead selected
Threema out of 3 main publicly known applications based on
the 3 reasons mentioned in the Data Protection section.

We did not encounter any major pitfallsin the process of ethical
clearance that diverged from our previous non—digital diary
studies with patients with cancer. However, it is important to
notethat ethical clearance requirements may differ greatly, even
within the same country. The mobile messenger service used
in this study is based in Switzerland, the same country where
the study was conducted. Thismay haveinfluenced the process.

We cannot rule out the possibility that the technical nature of
the digital diary might have resulted in a dlightly biased
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sampling, with technically affine personsfeeling moreinclined
to participatein thiskind of study. However, we found that age
and educational level showed a certain diversity.

The research team of this study did not have a professiona
background or expert I T knowledge. Study participantsalso did
not receive any specific training to use the mobile application,
as recommended by Daniéls et al [44]. We could only provide
remote support via phone when the study participants
experienced technical difficulties. In such cases, we referred
participantsto the recruiting nurse, who also lacked the technical
expertise to help with participants’ mobile devices. Mostly, we
could solve the problems. However, if not, we indeed jointly
found individual pragmatic solutions, such as allowing the use
of pictures of handwritten messages or using a keyboard and
emailing diary messages. One might argue that the different
modes of data collection as well as the unstructured setup of
the diary in comparison to more conventional AA applications
led to a dlight imbalance in data quality. We checked whether
acertain amount of “closeness’ to the patient’slived experience
might have been lost dueto thisdecision. Inthisparticular case,
for example, the switch to email was successful, as the
participant immediately started sending us more detailed reports
more frequently. It remains unclear whether the data collection
method described here was superior or inferior to other data
collection methods. However, we found that it led to a certain
amount of “felt proximity” to participants lived experiences.
Asthiswas precisely the goa of our study, we found that using
the digital diary method served our purpose quite adequately.

Conclusions

We recommend using a mobile messenger service for digital
diariesin studies because they can generatetimely and rich data
that represent patients’ lived experiences. This data collection
method also shows promise for generating high-quality data
over a longer period. Interacting and engaging with patients
regularly over the messenger service may not only facilitate
patients truthful responses but also greatly aid participant
retention. We consider the digital diary method to be suitable
for cancer research because it allows researchers to closely
follow patients and partakein their experiencesin each treatment
phase in a timely manner. Last but not least, the combination
of methods contributed to the 100% retention rate.

The choice of a high-quality messenger service is particularly
important for researchers. We believe that our insights on data
quality, practical aspects, and data protection provide details
on how researchers may use this method to its best potential.
We feel that more work may be needed to answer the questions
that remained unsolved in our study.
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